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1. O0mme cBeaeHus

Hacrosimuii 1OKyMeHT pacnpocTpaHseTcss Ha mporpammHoe oOecnedeHue «IIporpaMMHbIi

Monayib «IIpotokosm UDP»».

[Iporpammuoe obecnieuenue «lIporpammusiii Mmoayns «lIporokon UDP»» mpennasHaueHo
JUIs peanu3anui GyHKIUN cepBepa, 00ecreyrBaromero nHpopMauoHHbI 0OMEH ¢ KIHMEHTaMH
UDP. 3Ox3emmiusp nporpammuoro otecrneuenust «IIporpammusiii mogyns «IIpotokon UDP»»
NOIJEPKUBAET MPUEM JAHHBIX B BHJE MACCHBA BEIIECTBEHHBIX YHCEN, KaXA0€ M3 KOTOPBIX
kogupyercs B 64 o6uta B kogupoBkax BIG ENDIAN wunu LITTLE ENDIAN B cooTBeTCTBHH €

MIPETYCTaHOBJICHHON KOH(PUTYpaIUCH.

2. Kparkmuii 0630p

Ox3emmuisip mporpaMmMmHoro obecriedenus: «lIporpammusiii Moayns «lIporokonm UDPyy»

COJIEPKUT OJIHY MPENYCTaHOBIEHHYIO KOH(PUTypalnio.

Ilocne 3amycka mpuinoxkeHust OyaeT BbIBeIeHa KOHCOJIb, B KOTOPYIO OyJIeT BBIBOAMTCS

JMarHoCTHYecKasi HHpopMarus 00 N3MEHEHHH BHYTPEHHEH MO TaHHbIX.

6:09.930+03:00 INFO 18448 --- [ main] r dpModuleApplication Starting UdpModuleApplication v1..8 using Java 19.6.2 with PID 18448 (C:\Users\Sta
module-1.0.8.jar started by Stariy_ork in s k\Desktop\udp)
main] r i i No active profile s falling b: 1 default profile lefault”
main] trationDelegate$BeanPo: : Bean ‘o ingframework..ws . con ation.DelegatingWsConfiguration' of type [

d by all Bean xample: not eligible for auto-proxyi

INFO 18448 --- [ i nnotationActionEndpointMapping :
© INFO 18440 --- in] ded . tomcat . TomcatiWebServer :
INFO 18448 --- i lina.core.Standardservice
© INFO 18449 --- i atalina.core.StandardEngine : Starting Servlet engine: [Apache Tomcat/10.1.8]
INFO 18448 --- in] 5 st]. ng Spring embedded WebApplicationContext
INFO 18440 --- . W Vi icationC : Root WebApplicationC xt: initialization completed in 821 ms
WARN 18440 --- i : ration.GrpcConfiguration
INFO 18440 - i ‘" ded . tomcat . TomcathebServer starte 81 (http) with context path '’
INFO 18448 --- i r.UdpModuleApplication  : Started UdpModuleApplication in 1.46 seconds (process running for 1.899)
WARN 18440 --- . 5 er.models.ModuleState  : Test configuration is applied

3. IIpumep B3aUMOAeCTBUS c MPOrpaMMHbBIM obecneyeHneM
«IIporpammuslit Moay.ib «IIporoxkoa UDP»»

Jlnist B3aMMOJIEHCTBHS C 9K3EMILISIPOM IporpaMMHoro obecneuenust «lIporpaMMmHubIif MOayIb
«[Iporokon UDP»» motpebyercs BHemHuil uctouynuk UDP - tpaduka. OmgHuM H3 Takux
HMCTOYHMKOB MOXeT sBIsIThCsl PlayCap (moctynen Ha Windows).

st koppektHOii paboTsl PlayCap Heobxomumo u3 qupektopun playcap ycTaHOBUTH npcap-
1.55.exe ocTaBUB apaMeTpbl YCTAHOBKH 10 YMOJIYAHHIO.



{37 Npcap 1.55 Setup

X

Installation Options
Please review the following options before installing Npcap 1.55

[C]Restrict Npcap driver's access to Administrators only
[[] Support raw 802.11 traffic (and monitor mode) for wireless adapters
Install Npcap in WinPcap API-compatible Mode

< Back Install Cancel

[To 3aBepieHUM YCTAaHOBKH npcap, HEOOXOAUMO 3amycTHTh ycTaHoBKY PlayCap-0.1.1-
win32.exe 0OCTaBUB MapaMeTPhl YCTAHOBKH 110 YMOJTYAHHIO.

{7 ¥cranoeka PlayCap T X
Install Options
| Choose options for installing PlayCap
By default PlayCap 0. 1.1 does not add its directory to the system PATH.

(®) Do not add PlayCap to the system PATH
(O) Add PlayCap to the system PATH for all users
() Add PlayCap to the system PATH for current user

[ Create PlayCap Desktop Icon

- -

[Tocne ycranoBku PlayCap Bo3MO>kHO HauaTh paboTy ¢ yTHIUTOU. {115t 3TOro Heo6xoaumo
3anmyctuth PlayCap u HaxkaTueMm MoOcCieqoBaTelbHOCTH KHONOK «file->Openy», BBIOpaThH
BIIOKeHHBIN (aitn testUdp.pcap.

11 PlayCap - O X
File Help

Open... Ctrl-0

Exit Ctrl-X

Processed 0 of 0
0:00.000 / 0:00.000

X Close

@aiin testUdp.pcap comepxut B cebe HabOp M3 ceMHaALATH 3apaHee 3anucaHHbIX udp
cooOmieHnid. B KakJIoM COOOIICHWM 3alHMCaH MacCUB W3 TPEX BELICCTBEHHBIX 4YHCEN B
COOTBETCTBUH C KOJIMYECTBOM CUTHAJIOB B (aiisie KoHuUrypauuu.




M testudp.pcap - o X

®Qaiin  PepaktuposaHue MMpocmotp  3anyck 3axsaT AHanuz  C Tened i WHcTpy Momowp
AW I® RERex2=ZF 5= QRQAQH
(W] npymenvms ancnneiiiin dwstp . <Ctri-/> [= B}
No. Time Source Destination Protocol  Length Info
1 ©.000000 127.0.0.1 127.0.0.1 ubp 56 62655 » 9095 Len=24
2 3.819131 127.0.0.1 127.0.0.1 ubp 56 57428 » 9095 Len=24
3 7.134951 127.0.0.1 127.0.0.1 ubp 56 61864 » 9095 Len=24
4 11.046763 127.0.0.1 127.0.0.1 ubp 56 53970 » 9095 Len=24
5 13.640918 127.0.0.1 127.0.0.1 ubp 56 53971 » 9095 Len=24
6 17.516382 127.0.0.1 127.0.0.1 ubp 56 57922 » 9095 Len=24
7 20.434269 127.0.0.1 127.0.0.1 ubp 56 55903 -» 9095 Len=24
8 28.620065 127.0.0.1 127.0.0.1 ubp 56 65258 » 9095 Len=24
9 31.437482 127.0.0.1 127.0.0.1 UbP 56 65259 - 9095 Len=24
10 35.564512 127.0.0.1 127.0.0.1 UubP 56 56052 - 9095 Len=24
11 38.311999 127.0.0.1 127:9.0.1 ubpP 56 63301 -» 9095 Len=24
12 42.964742 127:0-9.1 127.0.0.1 UDP 56 63302 » 9095 Len=24
13 47.535163 127.0.0.1 127.0.0.1 ubP 56 53860 - 9095 Len=24
14 50.888693 127.0.0.1 127.0.0.1 UbP 56 54059 - 9095 Len=24
15 53.989810 127.0.0.1 127.9.9°1 ubP 56 61462 - 9095 Len=24
16 57.430020 127.0.0.1 127.0.0.1 UbP 56 53245 » 9095 Len=24
17 61.044946 127.0.0.1 127.0.0.1 ubpP 56 56995 » 9095 Len=24

Jliis Bocripon3BeieHHs IOTOKa coobuieHnit, B okHe PlayCap Heo6X01uMo HaXkaTh KHOIIKY
— «play».

11
File Help

CEE

Processed 0 of 17
0:00.000 / 1:01.045

X Close

B OTKPBIBHICMCA JUAJIOTOBOM OKHE HCOGXO[[I/IMO BBI6paTI> COOTBCTCTByIOH_II/Iﬁ azarnTep. B

naHHoM cirydae 3To «adapter for loopback traffic capture».

[
g Select Playback Device
== =}

WAN Miniport (Network Monitor)

\%

WAN Miniport (IPv6) Playback

WAN Miniport (IP) Playback

W |

Hyper-V Virtual Ethernet Adapter

. Playback
172.19.0.1

i

Bluetooth Device (Personal Area Network) #4

Playback
169.254.140.72 R Playbac
Realtek PCle GbE Family Controller .

@ Playback
192.168.1.164

VirtualBox Host-Only Ethernet Adapter

Playback
192.168.56.1 i Playbsc
WireGuard Tunnel =

Playback
103240 M

Adapter for loopback traffic capture

g Playback

[Tocne BrIOOpa amanrtepa, IPOU30MIET OTIPABKA COOOIICHU.



4. IIpoBepka yTeHUs COOOIIEHMN I

B cooTBeTcTBHU ¢ IOCTaBIsIEMOi KOHPUTYpAIEH, SK3eMILUIApP MPOTPAMMHOT0 00eCTIeueHuUs
«[Iporpammusiii Moayis «IIpotokonmr UDP»» oOpabaThiBaeT MacCHB M3 TPeX BEIICCTBEHHBIX
4yucel, 3aMcaHHbIX B popMmare 64 6uT, 3anucannbix moa teramu Uab, Uac, Ubc.

[Tocie oTmpaBku COOOIIEHUH, B KOHCONM O3K3EMIUISIpa MPOTPAMMHOTO OOeCTIeYeHUs
«IIporpammusiii Mmoaynb «IIpotokorx UDPy»» OynyT oToOpakeHbl MPUHATHIE COOOIICHUS.

C:\Windows\System32\cmd.exe - java jar udp_module-1.0.0jar - O X
2023-67-28T16:50:20.327+03:00 INFO 5884 --- [ main] o.apache.catalina.core.StandardEngine  : Starting Servlet engine: [Apache Tomcat/16.

-28T716:50:20.389+03: INFO 5884 Ik main] o.a.c.c.C.[Tomcat].[localhost].[/] : Initializing Spring embedded WebApplicationCont
20.390+03: INFO 5884 Ik main] w.s.c.ServletWebServerApplicationContext : Root WebApplicationContext: initialization comp

.435+03: WARN 5884 L main] r.m.u.configuration.GrpcConfiguration : GRPC connection is disable
20.722+03: INFO 5884 [ main] o.s.b.w.embedded.tomcat.TomcatWebServer : Tomcat started on port(s): 8681 (http) with con

.737+03: INFO 5884 [ main] r.mpei.udp_server.UdpModuleApplication : Started UdpModuleApplication in 1.499 seconds (
process running for 1.832)
2023-87-28T16:50:21.530+03: WARN 5884 [pool-2-thread-1] ru.mpei.udp_server.models.ModuleState : Test configuration is applied
36.078+03: INFO 5884 [1TaskSchedulerl] r.m.u.service.udp.UdpServiceImpl { message content L - .5] received
:50:39.892+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message w content X s 2 received
2023-67-28T16:50:43.207+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content 5 - .4] received
2023-07-28T16:50:47.118+83: INFO 5884 [1TaskScheduler1] .service.udp.UdpServiceImpl : message with content g 5 .4] received
2023-67-28T16:50:49.713+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . - .4] received
2623-67-28T16:50:53.589+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . - .4] received
2623-67-28T16:50:56.506+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . . .7] received
2023-07-28T16:51:04.692+03: INFO 5884 [1TaskScheduler1] .service.udp.UdpServiceImpl : message with content [17. - .7] received
2623-67-28T16:51:67.509+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . : .7] received
2623-67-28T16:51:11.637+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . . .7] received
2023-07-28T16:51:14.384+03: INFO 5884 [1TaskScheduler1] .service.udp.UdpServiceImpl : message with content 5 . .7] received
2623-67-28T16:51:19.037+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . . .7] received
2623-67-28T16:51:23.607+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content [4. ; .7] received
2023-07-28T16:51:26.961+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content [4. S .7] received
2023-07-28T16:51:30.061+03: INFO 5884 [1TaskScheduler1] .service.udp.UdpServiceImpl : message with content : .7] received
2623-67-28T16:51:33.501+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl : message with content . .7] received
2023-87-28T16:51:37.116+03: INFO 5884 [1TaskScheduleri] .service.udp.UdpServiceImpl :_message with content - received
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